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XMSS Secret Key



XMSS Secret Key Generation

Parameters: n, h, w, m, l = l(w,m)

Required:

 2h WOTS signature keys

 WOTS signature key: l random strings in {0,1}n

XMSS secret key generation:

 XMSS secret key is random seed in {0,1}n 

 WOTS signature keys generated using PRF 
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Secret Key Size: b

XMSS – Secret key
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Forward secure variant of XMSS 



Forward Security



Forward Secure Signatures
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XMSS forward secure

FSPRG FSPRG FSPRG FSPRGFSPRG

PRG

F F F F F


