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Trapdoor- / Identification 
Scheme-based (PQ-)Signatures

Lattice, MQ, Coding

Signature and/or key sizes

Runtimes

Quantum secure parameters
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Hash-based Signature Schemes
[Mer89]
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Post quantum

Only secure hash function

Security well understood

Fast



Basic Construction
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Merkle’s Hash-based Signatures
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Situation at CFRG



Two drafts

1. Hash-Based Signatures 
draft-mcgrew-hash-sigs-03
(Cisco)

2. XMSS: Extended Hash-Based Signatures
draft-irtf-cfrg-xmss-hash-based-signatures-02 
(our draft)



Similarities

• Stateful schemes

• Multi-Layer support (virtually unlimited signatures)

• Internally using SHA2

• All hash calls randomized to mitigate multi-target 
attacks



Cisco Draft

• Based on Leighton-Micali construction

• Security entirely in random oracle model (heuristic)
• Can easily lead to wrong security estimates

• E.g. 𝐻(𝑅||𝑀) vs. 𝐻(𝑀||𝑅)



XMSS Draft

• Based on XMSS

• Security of core construction in standard model
• No heuristics

• Random oracle model for short public key 
• Replacing public data in PK with seed for PRG makes 

security only provable in ROM

• Accompanying paper with security proof and 
security analysis for quantum attacks



Resources for XMSS-Draft 

Already available:

• Draft-v02

• Reference & fast implementation for v01 (only min. 
Differences for v02)

• Paper: „Mitigating Multi-Target Attacks in Hash-based 
Signatures.”

Coming soon:

• Draft-v03 (new address structure, updated security 
argument, new message compression)

• Reference & fast implementation for v03

(see http://huelsing.net)



Thank you!

Questions?
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For references & further literature see 
https://huelsing.wordpress.com/hash-based-signature-schemes/literature/


