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Cryptography Today

In the current global environment, rapid and secure information sharing is important to protect our Mation, its

citizens and its interests. Strong cryptographic algorithms and secure protocol standards are vital tools that
contribute to our national security and help address the ubiguitous need for secure, interoperahle

communications.

Currently, Suite B cryptographic algorithms are specified by the Mational Institute of Standards and
Technology (MIST) and are used by MSA's Information Assurance Directorate in solutions approved for
protecting classified and unclassified Mational Security Systems (NS5S). Below, we announce preliminary

plans for transitioning to quantum resistant algorithms.

Background

1AD will initiate a transition to guantum res

A G I ER RO R G TR e ER Eased on experience
in deploying Suite B, we have determined to start planning and communicating early about the upcoming
transition to quantum resistant algorithms. Qur ultimate goal is to provide cost effective security against a
potential quantum computer. We are working with partners across the USG, vendors, and standards bodies
to ensure there is a clear plan for getting a new suite of algorithms that are developed in an open and

transparent manner that will form the foundation of our next Suite of cryptographic algorithms.
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Scheme-based (PQ-)Signatures
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Hash-based Signature Schemes
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Basic Construction
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Merkle’s Hash-based Sighatures
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Situation at CFRG



Two drafts

1. Hash-Based Signatures
draft-mcgrew-hash-sigs-03
(Cisco)

2. XMSS: Extended Hash-Based Signatures
draft-irtf-cfrg-xmss-hash-based-signatures-02
(our draft)



Similarities
e Stateful schemes

* Multi-Layer support (virtually unlimited signatur \)\

* Internally using SHA2 N

N

* All hash calls randomized to mitigate multi-target
attacks



Cisco Draft

* Based on Leighton-Micali construction

 Security entirely in random oracle model (heuristic)

* Can easily lead to wrong security estimates
* E.g. H(R||M) vs. H(M||R)



XMSS Draft

* Based on XMSS

 Security of core construction in standard model
* No heuristics

 Random oracle model for short public key
* Replacing public data in PK with seed for PRG makes
security only provable in ROM

* Accompanying paper with security proof and
security analysis for quantum attacks



Resources for XMSS-Draft

Already available:
* Draft-v02

* Reference & fast implementation for vO1 (only min.
Differences for v02)

* Paper: ,Mitigating Multi-Target Attacks in Hash-based
Signatures.”

Coming soon:

e Draft-vO3 (new address structure, updated security
argument, new message compressmn)

e Reference & fast implementation for vO3

(see http://huelsing.net)



Thank you!
Questions?
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For references & further literature see
https://huelsing.wordpress.com/hash-based-signature-schemes/literature/



