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Public-key cryptography (PKC)



The key exchange problem

n*(n-1)/2 keys = O(n2)

[From: http://www.internetworldstats.com/stats.htm , June 30, 2016]

Internet:  3,675,824,813 users 

6,755,844,026,095,330,078 keys

≈6,8* 1018 keys

http://www.internetworldstats.com/stats.htm


(Secret-)key server

Key-Server

The key-server knows all secret keys!



Public key cryptography

Public-Key-Server

The server does not know any private information!



Code signing
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Code signing

Mobile Code

Operating system updates

Software distribution and
update

Apps



Communication security



How to build PKC

(Computationally) 

hard problem
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DL

QR DDH
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We need symmetric and 
asymmetric crypto to achieve 
security!



Quantum computing



Quantum computing

“Quantum computing studies theoretical computation systems (quantum 
computers) that make direct use of quantum-mechanical phenomena, 
such as superposition and entanglement, to perform operations on 
data.”

-- Wikipedia



Qubits

• Qubit state: 
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Computing with 0 and 1 at the 
same time!



Quantum computers are not almighty

• To learn outcome one has to measure. 
• Collapses state

• 1 qubit leads 1 classical bit of information

• Randomized process

• Only invertible computation.

• Impossible to clone (copy) quantum state.



The quantum threat



Shor‘s algorithm (1994)

• Quantum computers can do FFT 
very efficiently

• Can be used to find period of 
a function

• This can be exploited to factor 
efficiently (RSA)

• Shor also shows how to solve 
discrete log efficiently 
(DSA, DH, ECDSA, ECDH)



Grover‘s algorithm (1996)

• Quantum computers can search 
𝑁 entry DB in Θ( 𝑁)

• Application to symmetric crypto

• Nice: Grover is provably optimal 
(For random function)

• Implication: Double security parameter.



To sum up

• All asymmetric crypto is broken by QC
• No more digital signatures

• No more public key encryption

• No more key exchange

• Symmetric crypto survives 
(with doubled key / digest size)
• NOT ENOUGH!



Why care today?



Quantum computing

“Quantum computing studies theoretical computation systems (quantum 
computers) that make direct use of quantum-mechanical phenomena, 
such as superposition and entanglement, to perform operations on 
data.”

-- Wikipedia



Bad news

I will not tell you when a quantum computer 
will be built!





It‘s a question of risk assessment





Time to deployment

Deployment

• Commerical 
Implementation

• Integration & 
Certification

• Role-out

StandardisationSelection

• Competition 
(Broader 
evaluation)

Evaluation

• Cryptanalysis

• PoC 
Implementations

• Practical 
Security Analysis 
(SCA)

Design

• Theoretical 
design



Example: SHA1 →SHA2

• 2005: First weakness
• SHA2 already available! (Standardized)

• 2008: SHA2 availability in Windows (XP, Service pack 3)

• 2016: 2.6 % of TLS servers use certificates signed using XXX-SHA1 
(https://www.trustworthyinternet.org/ssl-pulse/)



PQCRYPTO to the rescue







„Official“ developments

• Feb `13: First PQC draft in IRTF´s CFRG

• Sep `13: ETSI holds first PQC WS (afterwards annually)

• April `15: NIST holds conference on PQC

• Aug `15: NSA announces transition to PQC

• Feb `16: NIST announces `PQC competition‘

Scheduled:

• Nov `16: NIST opens call for proposals

• 2024: „Draft standards ready“ (NIST, Feb `16)





Thank you!

Questions?
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