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Privacy?



Too abstract?



How to achieve privacy?





Under the hood...

Asymmetric Crypto
ÅECC
ÅRSA
ÅDSA
Symmetric Crypto
ÅAES
ÅSHA2
ÅSHA1
Å...
Combination of both needed!



Public-key cryptography



Main (public-key) primitives

ÅDigital signature
ÅProof of authorship

ÅProvides: 
ÅAuthentication

ÅNon-repudiation

ÅPublic-key encryption / key exchange
ÅEstablishment of commonly known secret key

ÅProvides secrecy
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Applications

ÅCode signing (Signatures)
ÅSoftware updates

ÅSoftware distribution

ÅMobile code

ÅCommunication security (Signatures, PKE / KEX)
ÅTLS, SSH, IPSec, ...

ÅeCommerce, online banking, eGovernment, ...

ÅPrivate online communication
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The key exchange problem

n*(n-1)/2 keys = O(n2)

[From: http://www.internetworldstats.com/stats.htm , June 30, 2016]

Internet: ~3,675,824,813users 

Č6,755,844,026,095,330,078 keys

å6,8*1018keys

http://www.internetworldstats.com/stats.htm


(Secret-)key server

Key -Server

The key - server knows all secret keys!



Public key cryptography

Public -Key -Server

The server does not know any private information!



We need symmetric and 
asymmetric crypto to 
achieve privacy!



How to build PKC

(Computationally) 

hard problem
RSA

DL

QR DDH

PKC Scheme
RSA-
OAEP

ECDSA DH-
KE



Quantum Computing



Quantum Computing

ñQuantum computing studies theoretical computation 
systems (quantum computers) that make direct use of 
quantum-mechanical phenomena, such as 
superposition and entanglement, to perform 
operations on data.ò

-- Wikipedia



Qubits

ÅQubit state: ‌ȿἃπ ‌ȿἃρwith ‌ ᶰᴇsuch that 
‌ ‌ ρ

ÅKet: ȿἃπ
ρ
π
ȟȿἃρ

π
ρ

ÅQubit can be in state 
ȿἃȿἃ ρ

ρ

ÅComputing with 0 and 1 at the same time!



Quantum computers are not 
almighty
ÅTo learn outcome one has to measure. 
ÅCollapses state

Å1 qubit leads 1 classical bit of information

ÅRandomized process

ÅOnly invertible computation.

ÅImpossible to clone (copy) quantum state.



The Quantum Threat



{ƘƻǊΨǎ ŀƭƎƻǊƛǘƘƳ (1994)

ÅQuantum computers can do FFT 
very efficiently

ÅCan be used to find period of 
a function

ÅThis can be exploited to factor 
efficiently (RSA)

ÅShor also shows how to solve 
discrete log efficiently 
(DSA, DH, ECDSA, ECDH)



DǊƻǾŜǊΨǎ ŀƭƎƻǊƛǘƘƳ (1996)

ÅQuantum computers can search 
ὔentry DB in ɡ ὔ

ÅApplication to symmetric crypto

ÅNice: Grover is provably optimal 
(For random function)

ÅDouble security parameter.



To sum up

ÅAll asymmetric crypto is broken by QC
ÅNo more digital signatures

ÅNo more public key encryption

ÅNo more key exchange

ÅSymmetric crypto survives 
(with doubled key size / output length)
ÅNOT ENOUGH!



Why care today?



Quantum Computing

ñQuantum computing studies theoretical computation 
systems(quantum computers) that make direct use of 
quantum-mechanical phenomena, such as 
superposition and entanglement, to perform 
operations on data.ò

-- Wikipedia



Bad news

I will not tell you when a 
quantum computer will be built!





LǘΨǎ ŀ ǉǳŜǎǘƛƻƴ ƻŦ Ǌƛǎƪ 
assessment





Who would store all encrypted data 
traffic? That must be expensive!


