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the Panoptlpqn,n;ust not b nderstood as a

dream building:-itis'the diagram*of a mechanism

of power reduced to its ideal form. 3
S weey /" Michel Foucault, Discipline and Punish, 1977 -




Too abstract?




How to achieve privacy?
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Under the hood...

Asymmetric Crypto
AECC

ARSA

ADSA

Symmetric Crypto
AAES

ASHA?2

ASHA1

A...

Combination of both needed!




Publickey cryptography



Main (publickey) primitives

ADigital signature
AProof of authorship

AProvides: ;
A Authentication L= (e
A Nonrrepudiation S

APublickey encryption / key exchange
A Establishment of commonly known secret k
AProvides secrecy




Applications

ACode signing (Signatures)
ASoftware updates <
A Software distribution
AMobile code

ACommunication security (Signatures, PKE / KEX)
ATLS, SSH, IPSec, ...
AeCommerce, online banking, eGovernment, ...

APrivate online communication M




The key exchange problem

Internet: ~ 3,675,824,813users

C 6,755,844,026,095,330,078 keys @ @

&4 6, 868keys / P
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[From: http://www.internetworldstats.com/stats.htm , June 30, 2016] Y



http://www.internetworldstats.com/stats.htm

(Secret)key server




Public key cryptography
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We need symmetric and
asymmetric crypto to
achieve privacy!



How to build PKC

(Computationally)

hard problem q PKC Scheme




Quantum Computing



Quantum Computing

N Qu a ncbnopuating studies theoretical computation
systems (quantum computers) that make direct use of
guantummechanical phenomena, such as
superposition and entanglement, to perform
operations on data o

-- Wikipedia



Qubits

AQubit state; g | Pbwith| N E such that

P
AKet: gt (51) Feod (D
AQubit can be in stat%# = (g)

AComputing with 0 and 1 at the same time!



Quantum computers are not
almighty

ATolearn outcome one has to measure.

ACollapses state
A1 qubit leads 1 classical bit of information

ARandomizegbrocess
AOnlyinvertible computation.
Almpossibleto clone (copy) quantum state.



The Quantum Threat
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AQuantum computers can do FFT
very efficiently

ACan be used to find period of
a function

AThis can be exploited to factor
efficiently (RSA)

AShor also shows how to solve
discrete log efficiently
(DSA, DH, ECDSA, ECDH)
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AQuantum computers can search
0 entry DB ing VO
AApplication to symmetric crypto

ANice: Grover is provabbyptimal
(For random function)

ADoublesecurityparameter.




TOo sum up

AAIl asymmetric crypto is broken by QC
ANo more digital signatures
ANomore public key encryption
ANo more key exchange

ASymmetric crypto survives
(with doubled key size / output length)

ANOT ENOUGH!



Why care today?



Quantum Computing

N Qu a ncbnoputing studietheoretical computation
systemgguantum computers) that make direct use of
guantummechanical phenomena, such as
superposition and entanglement, to perform
operations on data o

-- Wikipedia



Bad news

| will not tell you when a
gquantum computer will be built!
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Europe plans giant billion-euro quantum
technologies project

Third European Union flagship will be similar in size and ambition to graphene and human

brain initiatives.

Elizabeth Gibney
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How soon do we need to worry?

Depends on:

= How long do you need your keys to be secure?
(x yea rs?

= How much time will it take to re-tool the existing
infrastructure with large-scale quantum-safe
solution? (y years)

= How long will it take for a large-scale quantum
computer to be built (or for any other relevant
advance? (z years)

Theorem 1: If x + y > z, then worry.

What do we do here??
K_H

—mt keys revealed

time
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Who would store all encrypted data
traffic? That must be expensive!
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