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Privacy?



Too abstract?



How to achieve privacy?





Under the hood...

Public-key crypto
ÅECC
ÅRSA
ÅDSA
Secret-key crypto
ÅAES
ÅSHA2
ÅSHA1
Å...
Combination of both needed!



Secret-key cryptography



Main (Secret-key) primitives

ÅBlock- / Stream Cipher
ÅEncryption of data
ÅProvides Secrecy

ÅMassage authentication code
ÅAuthentication of data
ÅProvides authenticity

ÅHash function
ÅCryptographic checksum
ÅAllows efficient comparison
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Public-key cryptography



Main (public-key) primitives

ÅDigital signature
ÅProof of authorship

ÅProvides: 
ÅAuthentication

ÅNon-repudiation

ÅPublic-key encryption / key exchange
ÅEstablishment of commonly known secret key

ÅProvides secrecy
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Applications

ÅCode signing (Signatures)
ÅSoftware updates

ÅSoftware distribution

ÅMobile code

ÅCommunication security (Signatures, PKE / KEX)
ÅTLS, SSH, IPSec, ...

ÅeCommerce, online banking, eGovernment, ...

ÅPrivate online communication
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Connection security (simplified)

Hi

pk, Cert(pk belongs to shop)

PKC to establish shared secret sk

SKC secured communication using sk 



We need secret- and 
public-key crypto to 
achieve privacy!



How to build PKC

(Computationally) 

hard problem
RSA

DL

QR DDH

PKC Scheme
RSA-
OAEP

ECDSA DH-
KE



Quantum Computing



Quantum Computing

ñQuantum computing studies theoretical computation 
systems (quantum computers) that make direct use of 
quantum-mechanical phenomena, such as 
superposition and entanglement, to perform 
operations on data.ò

-- Wikipedia



Qubits

ÅQubit state: ȿἃπ ȿἃρwith  ᶰᴇsuch that 
  ρ

ÅKet: ȿἃπ
ρ
π
ȟȿἃρ

π
ρ

ÅQubit can be in state 
ȿἃȿἃ ρ

ρ

ÅComputing with 0 and 1 at the same time!



Quantum computers are not 
almighty
ÅTo learn outcome one has to measure. 
ÅCollapses state

Å1 qubit leads 1 classical bit of information

ÅRandomized process

ÅOnly invertible computation.

ÅImpossible to clone (copy) quantum state.



The Quantum Threat



{ƘƻǊΨǎ ŀƭƎƻǊƛǘƘƳ (1994)

ÅQuantum computers can do FFT 
very efficiently

ÅCan be used to find period of 
a function

ÅThis can be exploited to factor 
efficiently (RSA)

ÅShor also shows how to solve 
discrete log efficiently 
(DSA, DH, ECDSA, ECDH)



DǊƻǾŜǊΨǎ ŀƭƎƻǊƛǘƘƳ (1996)

ÅQuantum computers can search 
ὔentry DB in ɡ ὔ

ÅApplication to symmetric crypto

ÅNice: Grover is provably optimal 
(For random function)

ÅDouble security parameter.



To sum up

ÅAll asymmetric crypto is broken by QC
ÅNo more digital signatures

ÅNo more public key encryption

ÅNo more key exchange

ÅNo secure shopping for tea... 



Quantum Cryptography 



²Ƙȅ ƴƻǘ ōŜŀǘ ΨŜƳ ǿƛǘƘ ǘƘŜƛǊ ƻǿƴ 
weapons?
ÅQKD: Quantum Key distribution.
ÅBased on some nice quantum properties: entanglement 

& collapsing measurments
ÅInformation theoretic security (at least in theory) 

-> Great! 
ÅFor sale today!

Å{ƻ ǿƘȅ ŘƻƴΨǘ ǿŜ ǳǎŜ ǘƘƛǎΚ

ÅOnly short distance, point-to-point connections!
ÅInternet? No way!

Å[ƻƴƎŜǊ ŘƛǎǘŀƴŎŜǎ ǊŜǉǳƛǊŜ αǘǊǳǎǘŜŘ-ǊŜǇŜŀǘŜǊǎά J

ÅWe all know where this leads...



PQCRYPTO to the rescue



Quantum-secure problems

Credits: Buchmann, Bindel 2015



Conjectured quantum-secure 
problems
ÅSolving multivariate quadratic equations (MQ-

problem) 
-> Multivariate Crypto

ÅBounded-distance decoding (BDD) 
-> Code-based crypto

ÅShort(est) and close(st) vector problem (SVP, CVP) 
-> Lattice-based crypto

ÅBreaking security of symmetric primitives (SHAx-, 
AES-, Keccak-,... problem)
-> Hash-based signatures / symmetric crypto 



MQ-Problem
Let ● ὼȟȣȟὼ ᶰ and -1ὲȟάȟ denote the family of vectorial

functions ╕ȡ of degree 2 over :

-1ὲȟάȟ

╕● Ὢ●ȟȣȟὪ ●ȿὪ●

ȟ

ὥȟὼὼ ὦὼȟ ίɴ ρȟά

The -1Problem -1╕ȟ○ is defined as given ○ᶰ find, if any, ▼ɴ such 

that ╕▼ ○.

Decisional version is NP-complete [Garey, Johnson´79]



Multivariate Signatures
(trad. approach)

Credits: Buchmann, Bindel 2015



Multivariate Cryptography

ÅBreaking scheme н Solving random MQ-instance
-> NP-complete is a worst-case notion 

(there might be ςand there are for MQ -- easy instances)
-> Not a random instance
Many broken proposals 
-> Oil-and-Vinegar, SFLASH, MQQ-Sig, (Enhanced) TTS, Enhanced STS. 
-> Security somewhat unclear

ÅOnly signatures 
-> (new proposal for encryption exists but too recent)

ÅReally largekeys

ÅNew proposal with security reduction, small keys, but 
large signatures.



Coding-based cryptography - BDD

Credits: Buchmann, Bindel 2015



McEliece PKE (1978)

Credits: Buchmann, Bindel 2015



Code-based cryptography

ÅBreaking scheme н Solving BDD
-> NP-complete is a worst-case notion 

(there might be ςand there are for BDD -- easy instances)
-> Not a random instance
However, McEliece with binary Goppa codes 
survived for almost 40 years (similar situation as for 
e.g. AES)

ÅUsing more compact codes often leads to break

ÅSo far, no practical signature scheme

ÅReally largepublic keys



Lattice-based cryptography

Basis: ὄ ὦȟὦ ᶰᴚ Ƞὦȟὦᶰᴚ

Lattice: ɤὄ ὼ ὄώώᶰᴚ


