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the Panoptlpqn,n;ust not b nderstood as a

dream building:-itis'the diagram*of a mechanism

of power reduced to its ideal form. 3
S weey /" Michel Foucault, Discipline and Punish, 1977 -




Too abstract?




How to achieve privacy?
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Under the hood...

Publickeycrypto
AECC

ARSA

ADSA
Secretkey crypto
AAES

ASHA?2

ASHA1

A..

Combination of both needed!




Secretkeycryptography



Main (Secretkey) primitives

Plaintext

ABlock / Stream Cipher O
AEncryption of data Slock Cinher
AProvides Secrecy Key —»| Encryption

|

AMassage authentication code Cionertext

A Authentication of data
A Provides authenticity

AHash function
A Cryptographic checksum
A Allows efficient comparison



Publickey cryptography



Main (publiekey) primitives

ADigital signature
AProof of authorship

AProvides: ;
A Authentication L= (e
A Nonrrepudiation S

APublickey encryption / key exchange
A Establishment of commonly known secret k
AProvides secrecy




Applications

ACode signing (Signatures)
ASoftware updates <
A Software distribution
AMobile code

ACommunication security (Signatures, PKE / KEX)
ATLS, SSH, IPSec, ...
AeCommerce, online banking, eGovernment, ...

APrivate online communication M




Connection security (simplified)
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We needsecret and
publickeycrypto to
achieve privacy!



How to build PKC

(Computationally)

hard problem q PKC Scheme




Quantum Computing



Quantum Computing

N Qu a ncbnopuating studies theoretical computation
systems (quantum computers) that make direct use of
guantummechanical phenomena, such as
superposition and entanglement, to perform
operations on data o

-- Wikipedia



Qubits

AQubit state; g | Pbwith| N E such that

P
AKet: gt (51) Feod (D
AQubit can be in stat%# = (g)

AComputing with 0 and 1 at the same time!



Quantum computers are not
almighty

ATolearn outcome one has to measure.

ACollapses state
A1 qubit leads 1 classical bit of information

ARandomizegbrocess
AOnlyinvertible computation.
Almpossibleto clone (copy) quantum state.



The Quantum Threat
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AQuantum computers can do FFT
very efficiently

ACan be used to find period of
a function

AThis can be exploited to factor
efficiently (RSA)

AShor also shows how to solve
discrete log efficiently
(DSA, DH, ECDSA, ECDH)




DNR OS NWaaowk f 32 NR

AQuantum computers can search
0 entry DB ing VO
AApplication to symmetric crypto

ANice: Grover is provabbyptimal
(For random function)

ADoublesecurityparameter.




TOo sum up

AAIl asymmetric crypto is broken by QC
ANo more digital signatures
ANomore public key encryption
ANo more key exchange

ANo secure shopping for tea...
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2 Ke y2u o0Slu WS’
weapons?

AQKD: Quantum Key distribution.

ABased on some nice quantum properties: entanglement
& collapsing measurments

AlInformation theoretic security (at least in theory)
-> Great!

AFor sale today!
Al 2 6Ké R2YyWI ¢S dzaS GKA.
AOnly short distance, poirtb-point connections!
Alnternet? No way!

Al 2y IASNI RA &l y ONSELISIBIN 928Nd

AWe all know where this leads...



POQCRYPTOQthe rescue



Quantumsecure problems

No provably quantum resistant problems

We must look here

Bounded-Error
Quantum
Polynomial-Time

Credits: Buchmann, Bindel 2015



Conjectured gquantursecure
problems

ASolving multivariate quadratic equations (MQ
problem)
-> Multivariate Crypto

ABoundeddistance decoding (BDD)
-> Codebased crypto

AShort(est) and close(st) vector problem (SVP, CVP)
-> Latticebased crypto

ABreaking security of symmetric primitives (SHAX
AES Keccak... problem)
-> HasKhbased signatures / symmetric crypto



MQ-Problem

Lete @M ho MM and- 1M denote the family ofsectorial
functionsg gy M of degree 2 oveW :

- AR )

{:l (&) ") HQ(e)SNe) BTIAIN woh i~ [ph]
h

The- 1Problem- 1=|F1o Is defined as given N M find, if any,vN M such

thatg (9 o.

Decisional version is Nfd@mplete [Garey, Johnsord]



Multivariate Signatures
(trad. approach)

P: F* - F™ easily invertible non-linear Fast
S:F" - F", T: F™ — F™, affine linear Large keys:
100 kBit for 100 bit
Public key: G = S°P°T, hard to invert gecu”ty
ompared to
Secret Key: S, P, T allows to find G~1 1776 bit
G-1o T—lop=l.g-1 RSA modulus
« UOV , Goubin et al., 1999
Signing: s =T 1eP~1eS~1(m) + Rainbow, Ding, et al. 2005
e 2 + pFlash, Cheng, 2007
Verifying: G(s) ="m + Gui, Ding, Petzoldt, 2015

Forging signature: Solve G(s) —m =0

Credits: Buchmann, Bindel 2015



Multivariate Cryptography

ABreaking scheme Solvingandom MQinstance

-> NRcomplete is a worstase notion _
(there might beg and there are for MQ- easy instances
-> Not a random instance

Many broken proposals

-> Oitand-Vinegar, SFLASH, M3, (Enhanced) TTS, Enhanced STS.
-> Security somewhat unclear

AOnly signatures

-> (new proposal for encryption exists but too recent)

AReaIIyI arg e&eys

ANew proposal with security reduction, small keys, but
large signatures.



Codingbased cryptographyBDD

Given:  Linearcode C € Fj
* YEF
« teEN

Find: « X€C dist(xy) <t

BDD is NP-complete (Berlekamp et al. 1978) (Decisional version)

Credits: Buchmann, Bindel 2015



McEliece PKE (1978)

S, G, P matrices over F

G generator matrix for Goppa code <«

Public key: G’ = S°G°P, t
Secret Key: P,S G

Encryption: c=mG +z€F"
Decryption: x=cP™1 = mSG + zP~!
solve BDD to get y = mSG

decode to obtain m

Credits: Buchmann, Bindel 2015

Allows to
solve BDD

Fast

Large public keys!
500 kBits for 100 bit security

Compared to 1776 bit RSA
modulus

IND-CPA secure version




Codebased cryptography

ABreaking scheme SolvingBDD

->NRcomplete is a worstase notion _
(there might beg and there are foBDD-- easy instances
-> Not a randomnstance

However, McEliece with binary Goppa codes
survived for almost 40 years (similar situation as for

e.g. AES)
AUsing more compact codes often leads to break

ASo far, no practical signature scheme

AReaIIyI arg epublic keys



Latticebased cryptography

Basisp (who)Ny NMoho N ¥
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