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HashbasedSignatureéschemes
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Hash function families



(Hash) function families
(aka. keyed functions)
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Undetectabllity
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Pseudorandomness




Generic security
Aa. £ O1 .2Ed &aSOdzNAGe& 60

looking at internals)
AFor hash functions: Security of random function family

A(Often) expressed in #queries (query complexity)

AHash functions not meeting generic security
considered insecure



Generic SecurityOWF

Classically:

ANo query: Output random guess
P

Yo W —
AOnequery:Guess, check, outéut new guess
Yo 0w —
Ag-queries: Guess, check, repeatigpes, output new
guess
Yo Ww —
AQuery bound: gc)



Generic SecurityOWF

Quantum:

AMore complex

AReduction from quantum search for randdé
AKnow lower & upper bounds for quantum search!

AQuery bound: gc’)
AUpper bound uses variant of Grover

(Disclaimer: Currently only prooffqr | ¢ )



Generic Security
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* conjectured, no proof
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Hashfunctionproperties

stronger /
easier to
break

Assumption /
Attacks

weaker /
harder to
break
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Attackson Hash Functions

MD5 MD5 SHA1
Collisions Collisions Collisions
(theo.) (practical!) (practical!)
SHAL MD5 & SHAL
Collisions No (Secon¢ Preimage
(theo.) Attacks!
2004 2005 2008 2017
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Basic Construction
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Security

Theorem:

If H Is oneway then LBOTS Is onime eucma
secure.
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Security

Theorem:

MSS Is eemasecure If OTS is a ofieme eucma
secure signature scheme and H is a random element
from a family of collision resistant hash functions.



WinternitzOTS
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LDOTS In MSS
5000

SIG= (=2, .°,

Verification:
1. Verity 15
2. Verify authenticity of.°

We can do better!
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Trivial Optimization

Messagea
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Optimized LEDTS In MSS
5000

SIG= (i=2, }

Verification:
1. Compute # fronL,
2. Verify authenticity 0.0

Steps 1 + 2 together verif L,

02/07/2019 https://huelsing.net
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[ SGwa a2 N
MessageM = b> X2 OWF H
SKisk> X 2,ek]..> X 3.2 |
PK:H(skU % XSE )Hfsk .0 X %)) 0 & ]

Encode Ma ® M|| M=Db,Z ¥ bZXEm
(instead ofb,, bl, 7

—

sk Jfb =1
Sig:sig = -
H(sk) , otherwise

Checksum with bad
performance!
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Optimized LEBDTS

MessageM = b> X2 OWF H

SKiskZ X 2,9K1:% %K1 00m

PK:H(skO = Y6, ),Hesk,, .0 ZHXSE .1, 10q7)
Encode Ma Wh,E ¥ 3% B @

sk ,ifh=1
Sig:sig = ~

H(sk) , otherwise

IF one bis flipped from 1 to 0, another jwill flip from O to 1



Function chains

Function familyQj, mhp mh% mhp
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WOTS

Winternitz parametemw, security parameten,
message lengtim, function familyQ

Key GenerationComputeg, sampleO

co(sk,) = sk, pk; = c*I(sky)

O o ) o ) o ) o ) o ) o ) o ) o ) o ) ;O
Y Y Y Y Y Y Y Y Y g

/ cl(sky)
%

\b cl(sk) pk,= c*1(sk)
o ) o ) . . . . . . . . . .
T\ N e " " g " g g " g 'O

c(sk)) = sk,

@
Q

O
O
O
O
O
O
O
O
O



WOTS Signature generation

c?(sk)) =sk;

OO O—0

Y Y

U,=cP1(sk,)

Signature
U = (Ul’ B/), pk,= c"1(sk))

O—O—O—O—O—O—0O i O—O—O—O—0O

cO(sk)) = sk, 0,=c? (sk))
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WOTS Signature Verification

Verifier knows: M, w
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WOTS Function Chains

Foroon {rip} definew (¢) wand
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WOTS Security

Theorem (informally)

W-OTSis strongly unforgeable under chosen message atta€Bssif
a collision resistant family of undetectable enway functions

W-OTS' is strongly unforgeable under chosen message atta&is if
is a2"%-preimage resistant family of undetectable -ovey
functions

W-OTS' Is strongly unforgeable under chosen message atta€s if
IS a2"9-preimage resistardnd decisionaP"d-preimage resistant
family of functions
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XMSS



XMSS

Tree:Uses bitmasks

LeafsUse binary tree
with bitmasks

OTS: WOTS

Message digest:
Randomized hashing

Collisionresilient
-> signature size halved



Multl-TreeXMSS

Uses multiple layers of trees

-> Keygeneration
(= Bu"ilding first tree on each layer)
1

-> Allows to reduce ol.g |

worst-case signing times
i 1

-— —
- —>
15



Multi-target attacks



Multi-target attacks

A WOTS & Lamport nedeish functioriCto
be oneway

A Hypertree of total height 60 with WOTS
(wW=16) leads ¢ €@ X ¢
Images.

A Inverting one of them allows existential
forgery (at least massively reduces
complexity)

A g-query bruteforce succeeds with
probability g (_e) conventional

andg (—) guantum

A We loose 66 bits of security! (33 bits
guantum)




Multi-target attacks: Mitigation

[HRS16]

ACommon approach: LSS AN,
Aln addition to hash function A YA Y

description §7§:A-;4§: l'?l?:

5 2

YR oAy Lidzia 01 SRR RTI AT
Al &K a! RRNbBaaa ':\7}%:' ':%%:‘ ':%%:'
(uniqueness in key pair) g G ey
Al AK al1Seéd dzaSR F2NJ I ff KIFaks
one key pair
(unigueness among key pairs)

AMitigation: Separate targets
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New Intermediate abstraction:
Tweakable Hash Function

ATweakable Hash Function:
ni(OAYD)O OO

P: Public parameters (one per key pair)
T. Tweak (one per hash call)

M. Message

MD: Messagd®igest

Security properties are determined by instantiation
of tweakable hash!



XMSS In
practice

[Docs] [txt|pdf] [draft-irtf-cfrg...] [Tracker] [Diffl] [Diff2] [Errata]
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XMSS: eXtended Merkle Signature Scheme

Abstract

This note describes the eXtended Merkle Signature Scheme (XMsSS), a
hash-based digital signature system that is based on existing
descriptions in scientific literature. This note specifies
Winternitz One-Time Signature Plus (WOTS+), a one-time signature
scheme; XMSS, a single-tree scheme; and XMSS™MT, a multi-tree variant
of XMSS. Both XMSS and XMSS™MT use WOTS+ as a main building block.
XMSS provides cryptographic digital signatures without relying on the
conjectured hardness of mathematical problems. Instead, it is proven
that it only relies on the properties of cryptographic hash
functions. XMSS provides strong security guarantees and is even
secure when the collision resistance of the underlying hash function
is broken. It is suitable for compact implementations, is relatively
simple to implement, and naturally resists side-channel attacks.
Unlike most other signature systems, hash-based signatures can so far
withstand known attacks using quantum computers.




RF@E391-- XMSSeXtended
Merkle Signature Scheme

AProtecting against multarget attacks / tight
security

An-bit hash => n bit security

ASmall public key (2n bit)

A At the cost of (Q)ROM for proving PK compression
secure

AFunction families based on SHA2 & SHAKE (SHA3)

AEqual to XMS$ [HRS16] ufp message digest



XMSS / XMSBImplementation

C Implementation, using OpenSSL [HRS16]

Sign(ms) | Signature (kB) | Public Key | Secret Key | Bit Security | Comment
(kB) (kB) classical/
guantum

XMSS 3.24

XMSST 948 2.8 0.064 2.2
XMSS 3.59 8.3 1.3 14.6
XMSST 10.54 8.3 0.064 14.6

Intel(R) Core(TM) i7 CPU @ 3.50GHz
XMSST uses message digest from Inteniataft
All usimg&HA256, w = 16 and k = 2nttps://huelsing net
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The LMS
proposal

[Docs] [tfxt|pdf] [draft-mcgrew-ha...] [Tracker] [Diffl] [Diff2]

INFORMATIONAL

Internet Research Task Force (IRTF) D. McGrew
Request for Comments: 8554 M. Curcio
Category: Informational S. Fluhrer
ISSN: 2870-1721 Cisco Systems
April 2819

Leighton-Micali Hash-Based Signatures

Abstract

This note describes a digital-signature system based on cryptographic
hash functions, following the seminal work in this area of Lamport,
Diffie, Winternitz, and Merkle, as adapted by Leighton and Micali in
1995. It specifies a one-time signature scheme and a general
signature scheme. These systems provide asymmetric authentication
without using large integer mathematics and can achieve a high
security level. They are suitable for compact implementations, are
relatively simple to implement, and are naturally resistant to side-
channel attacks. Unlike many other signature systems, hash-based
signatures would still be secure even if it proves feasible for an
attacker to build a quantum computer.

This document is a product of the Crypto Forum Research Group (CFRG)
in the IRTF. This has been reviewed by many researchers, both in the
research group and outside of it. The Acknowledgements section lists
many of them.

02/07/2019
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Instantiating the tweakable hash
(for SHA2)

XMSS LMS
Ak S%ﬁ%‘??pdéﬁ(@ﬂh)]ﬁ&v% AMD = SHA2(PP||TW||MSG)
MD=SHA2(pad(K)|| G BM)

A Standard model proof if K & BM AQROM proof assuming

were random, !
A &Q&ROM proof when generating K SHAZ 1s QRO

M as above (modelin? those AROM proof assuming SHA2

SHAZ Invocations as RO compression function is RO
A Tight proof is currently under

revision AProofs are essentially tight



Instantiating the tweakable hash

ALMS is factor 3 faster but leads to slightly larger
signatures at same security level

ALMS makes somewhat stronger assumptions about
the security properties of the used hash function

AMore research on direct constructions needed



SPHINCS



About the statefulness

AWorks great for some settings

AHowever....
... backup
... multrthreading
... load-balancing

02/07/2019 https://huelsing.net
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Stateless hashased signatures

[NY89,Gol87,G0l04]

D2f R N@Wdﬁ(ﬁh (130104 ot
Security parameter  p ¢ P
Use binary tree as iklerkle, but... Lo
AXF2N) &S OdzNR G & o s
A pick index at random:; N\,
Arequires huge tree to avoid index o oF

collisions (e.g., heighif ¢_ ¢ v)@
AXFT2NI STFAOASYO@Y

A usebinary certification tree of OTS key pairs o ors
(=Hypertreewith Q "Qh 1

Aall OTS secret keys are
generatedpseudorandomly



SPHINC&it1s)

ASelect index pseudmndomly

AUse a fewtime signature keypair on
leaves to sigh messages
AFew index collisions allowed
A Allows to reduce tree height

AUse hypertree: Use d << h.

A

COwat D
TREE..

MQtI

i

TREE,

O—O

HORST

K,e



FewTime Signature Schemes




Recap LIDTS

SK

PK

Sig
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HORXRro2)

aSaal3aS az h2C S/ wl C
Parameters t=2k, with m = ka (typical a=16, k=32)

SK _—— QN

PK 5k pky - c o i Pk Pk




HORS mapping function

aSaal3S axX h2 Cr /[ wi C |
Parameters t=2k, with m = ka (typical a=16, k=32)




HORS

aSaal 3Ss

Parameters t=2k, with m = ka (typical a=16, k=32)

a2

hz (C

[ wl

C

Q

SK sk, sk, ¢« o Skt sk
H H H H
PK Pk, Pk, PK.1 Pk,
| Q6 db, b, b, | bad] Bar | Bas | Bia
1 1
Iy Mux Mux I
sky o o Ski
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HORS Security

A0 mapped toQelement index seb N ph8
AEach signature publish&@out of 0 secrets
AEither break onavaynes® NX

Ar-Subse{R’es’,iIievnce: After seeing index setsfor i
messagest I  Q I, hardtofinda 1 "Q
d i "Quch thatv N 7 U @

ABest generic attackBucgs£0 M) =n (—)
Y Security shrinks with each signature!



IF YOU
LIKE IT

YOU SHOULD




HORST

Using HORS with MSS requires addingrBKo MSS
signature.

HORSMerkle Tree on top of HORBK

ANew PK = Root

APublish Authentication Paths for HORS signature values
APK can be computed from Sig

AWith optimizationstnY 6 { 6f 23 ®nt E b
AE.g. SPHINES6: 2 MBY 16 KB

AUse randomized message hash



SPHINCS

AStateless Scheme

AXMSST+ HORST
+ (pseudegrandom index

ACollisionresilient
ADeterministic signing

ASPHINGS56:
A128bit postquantum secure
AHundrest of signatures / sec
A41 kb signature
A1 kb keys

02/07/2019 https://huelsing.net
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SPHINCS

Joint work withJeanPhilippeAumasson, Danidl Bernstein,
Christoph Dobraunig, Maria Eichlseder, Scott Fluhrer, Staf&as
GazdagPanosKampanakis, Stefan Kolbl, Tanja Lange, Martin M.
Lauridsen, Florian Mendel, Ruben Niederhagen, Christian
Rechberger, Joost Rijneveld, Peter Schwabe



SPHINC®our NIST submission)

AStrengthened security gives smaller signatures
ACollision and multitarget attackresilient

AFixed length signatures

ASmallkeys, medium size signatures (Iv 3: 17kB)
ASizes can be much smaller if g_sign gets reduced
ATheconservativechoice






FORS (Forest of random subgets

AParameters t, a = log t, k such that ka = m




Verifiable index selection

(and optionally nowmeterministic randomness)

ASPHINCS: ) \
EARY LYQ&E

ASPHINCS




Verifiable index selection

Improves FORS security

ASPHINCS: ] , o )
ladal Ola OFY OUFNHSU ag S| ]
ASPHINCS

Every hash query also selects FORS key pair

ALeads to notion of interleaved target subset resilience




Instantiations
(after second round tweaks)

ASPHINCSSHAKE?25fbust
ASPH NC$—AKE25§impIe§EEﬁ§
ASPHINCSSHA256-robust
ASPHINCSSHA256-simple Shews
ASPHINCSHarakarobust
ASPHINCSHarakasimple sfigué



Instantiations (small vs fast)

n h d log(t) k w bitsec seclevel sig bytes
SPHINCS ™ -128s 16 64 8 15 10 16 133 1 8 080
SPHINCS™-128f 16 60 20 9 30 16 128 1 16 976
SPHINCS™-192s 24 64 8 16 14 16 196 3 17064
SPHINCS™-192f 24 66 22 8 33 16 194 3 35 664
SPHINCS™-256s 32 64 8 14 22 16 255 5 29 792
SPHINCS ™-256f 32 68 17 10 30 16 254 5 49216
02/07/2019 https://huelsing.net 72



Hashbased Slgnatures INn NIST
o/ 2YLISUAUAZYAQ

ASPHINCS
AFORS as fetime signature
AXMSST tweakable hash

AGravitySPHINCS (R.1.P.)
APORS as fetime signature
ARequires collisiomnesistance
AVulnerable to multitarget attacks

A(PICNIC)



Table 2: Performance comparison of different symmetric-crypto-based signature schemes on the Intel Haswell microar-
chitecture. All software is optimized using architecture-specific optimizations such as AESNI or AVX2 instructions.

Scheme Cycles Bytes
keypair sign verify sig pk sk
Comparison to SPHINCS-256
SPHINCS-256 [8] 2868 4649 50462 856% 16726524 41000 1056 1038
SPHINCS* (Haraka, robust) 1254 9687 290150020  2739770P 30 696 48 96

(n=192,h=51,d =17,b = 7.k = 45, w = 16)

Comparison to Gravity-SPHINCS

Gravity-SPHINCS [5] 30729 044 392% 32564 796% 6257527 max:35 168 32 1048608
(parameter-set L) avg: ?¢
SPHINCS* (Haraka robust) 1257 826° 388402687  3467192P 35 664 48 96

(n=192h=66,d =22,b=28k=33w=16)

SPHINCS* (Haraka, simple) 1892 462° 350293807  1460204° 30 552 48 96
(n=192,h =64,d = 16,b = 7,k = 49, w = 16)

Comparison to Picnic

Picnic2-L5-FS [15] 35716° 1346724260° 387637876° max:54732 65 97
avg: 46282
SPHINCS™ (SHA-256, simple) 85946 8827 1121074 298" 4903 926" 29792 64 128

(n=256,h=64,d=8b=14k =22, w = 16)

@ As reported by SUPERCOP [10] from 3.5GHz Intel Xeon E3-1275 V3 (Haswell)

b Median of 100 runs on 3.5GHz Intel Xeon E3-1275 V3 (Haswell), compiled with gcc-5.4 -03 -march=native -fomit-frame-pointer -flto
¢ As reported by [15] for the optimized implementation on a 3.6GHz Intel Core i7-4790K (Haswell)

4 Neither [5] nor [6] report the average size of signatures; the analysis in [4] suggests that it is about 1KB smaller than the worst-case size.
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Signatures via Nen
Interactive Proofs:
The Case of Fish & Picni

Thanks to the Fish/Picnic team for slides



Interactive Proofs

Three move protocol:
commitment a to randomness\

' challenge e
» response z

Prover Verifier

- Important that e unpredictable before sending a

- aka (Interactive) Honest-Verifier Zero-Knowledge Proofs

Non-interactive variant via Fiat-Shamir [FS86] transform

02/07/2019 https://huelsing.net
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