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Post-Quantum Signatures

Lattice, MQ, Coding

Signature and/or key sizes

Runtimes

Secure parameters
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Hash-basedSignatureSchemes
[Mer89]
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Post quantum

Only secure hash function

Security well understood

Fast
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RSA ςDSA ςEC-DSA...
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Intractability 
Assumption

Digital 
signature 
scheme

Cryptographic 
hash function

RSA, DH, SVP, 
avΣ Χ
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Hash function families



(Hash) function families
(aka. keyed functions)

Ὄȡ πȟρ πȟρO πȟρ

Ὄ ὼ ὌὯȟὼ

Require ά ὲ

and Ὄ ὼƛǎ αŜŦŦƛŎƛŜƴǘάὌ

πȟρ

πȟρ
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One-wayness

Ὄȡ πȟρ πȟρO πȟρ

Ὧᴺ πȟρ
ὼN πȟρ
ώ Ὄ ὼ

Success if  Ὄ ὼᶻ ώ

ώȟὯ

ὼz
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Collision resistance

Ὄȡ πȟρ πȟρO πȟρ

Ὧᴺ πȟρ

Success if  

Ὄ ὼᶻ Ὄ ὼᶻ and
ὼᶻ ὼᶻ

Ὧ

ὼᶻȟὼᶻ)
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Second-preimage resistance

Ὄȡ πȟρ πȟρO πȟρ

Ὧᴺ πȟρ
ὼᴺ πȟρ

Success if  

Ὄ ὼ Ὄ ὼz and
ὼ ὼz

ὼȟὯ

ὼz

Decisional version: Does a valid response exist?
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Undetectability

Ὄȡ πȟρ πȟρO πȟρ
Ὧᴺ πȟρ
ὦN πȟρ

If ὦ ρ

ὼN ϑлΣмϒ

ώᴺὌ ὼ

else

ώᴺ ϑлΣмϒ

ώȟὯ

ὦ*
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If ὦ ρ
Ὧᴺ πȟρ
Ὣ Ὄ

Else

Ὣᴺ Ὂȟ

Pseudorandomness

Ὄȡ πȟρ πȟρO πȟρ

ρ

g

ὦ

ὼ

ώ Ὣὼ

ὦ*
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Generic security

Åα.ƭŀŎƪ .ƻȄά ǎŜŎǳǊƛǘȅ όōŜǎǘ ǿŜ Ŏŀƴ Řƻ ǿƛǘƘƻǳǘ 
looking at internals)
ÅFor hash functions: Security of random function family

Å(Often) expressed in #queries (query complexity)

ÅHash functions not meeting generic security 
considered insecure

02/07/2019 https://huelsing.net 12



Generic Security - OWF

Classically:

ÅNo query: Output random guess

Ὓόὧὧ
ρ

ς
ÅOne query: Guess, check, output new guess

Ὓόὧὧ

Åq-queries: Guess, check, repeat q-times, output new 
guess

Ὓόὧὧ

ÅQuery bound: ɡς)

02/07/2019 https://huelsing.net 13



Generic Security - OWF

Quantum:
ÅMore complex
ÅReduction from quantum search for random Ὄ
ÅKnow lower & upper bounds for quantum search!

ÅQuery bound: ɡςȾ)

ÅUpper bound uses variant of Grover

(Disclaimer: Currently only proof for ς ḻς)

02/07/2019 https://huelsing.net 14



Generic Security

OW SPR CR UD* PRF*

Classical ɡς) ɡς) ɡςȾ) ɡς) ɡς)

Quantum ɡςȾ) ɡςȾ) ɡςȾ) ɡςȾ) ɡςȾ)

* conjectured, no proof 
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Hash-function properties 
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Collision-Resistance

2nd-Preimage-
Resistance

One-way Pseudorandom

A
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m
p
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tt
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c
ks

stronger / 
easier to 
break

weaker /
harder to 
break
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Attacks on Hash Functions

02/07/2019 17

2004 2005 2008

MD5

Collisions
(theo.)

SHA1

Collisions
(theo.)

MD5 

Collisions
(practical!)

2017

MD5 & SHA-1

No (Second-) Preimage 
Attacks!

SHA1 

Collisions
(practical!)
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Basic Construction



Lamport-DiffieOTS [Lam79]

aŜǎǎŀƎŜ a Ґ ōмΣΧΣbm, OWF H                     = n bit

SK

PK

Sig

02/07/2019

sk1,0 sk1,1 skm,0 skm,1

pk1,0 pk1,1 pkm,0 pkm,1

H H H H H H

sk1,b1 skm,bm

*

Muxb1 Muxb2 Muxbm
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EU-CMA for OTS

ὴὯȟρ

SIGN

ίὯ

ὓ

„ȟὓ

„zȟὓᶻ Success if ὓᶻ ὓand 
VerifyὴὯȟ„zȟὓᶻ Accept 
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Security

Theorem:

If H is one-way then LD-OTS is one-time eu-cma-
secure.

02/07/2019 https://huelsing.net 21



aŜǊƪƭŜΩǎHash-based Signatures

02/07/2019 22

OTS

OTS OTS OTS OTS OTS OTS OTS

HH H H H H H H

H H H H

H H

H

PK

SIG = (i=2,    ,     ,     ,     ,      )

OTS

SK
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Security

Theorem:

MSS is eu-cma-secure if OTS is a one-time eu-cma 
secure signature scheme and H is a random element 
from a family of collision resistant hash functions.

02/07/2019 https://huelsing.net 23



Winternitz-OTS

02/07/2019 https://huelsing.net 24



Recap LD-OTS [Lam79]

Messagea Ґ ōмΣΧΣbm, OWF H                                 = n bit

SK

PK

Sig

sk1,0 sk1,1 skm,0 skm,1

pk1,0 pk1,1 pkm,0 pkm,1

H H H H H H

sk1,b1 skm,bm

*

Muxb1 Muxb2 Muxbn
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LD-OTS in MSS

Verification:

1. Verify 

2. Verify authenticity of 

We can do better!

SIG = (i=2,    ,     ,     ,     ,      )

02/07/2019 https://huelsing.net 26



Trivial Optimization
Messagea Ґ ōмΣΧΣbm, OWF H                                = n bit

sk1,0 sk1,1 skm,0 skm,1

pk1,0 pk1,1 pkm,0 pkm,1

H H H H H H

sig1,0

*

Muxb1

sig1,1

Mux b1

sigm,0

Muxbm

sigm,1

Mux bm

Sig

PK

SK

02/07/2019 https://huelsing.net 27



Optimized LD-OTS in MSS

Verification:

1. Compute        from 

2. Verify authenticity of 

Steps 1 + 2 together verify

SIG = (i=2,    ,     ,     ,     ,      )X

02/07/2019 https://huelsing.net 28



[ŜǘΨǎ ǎƻǊǘ ǘƘƛǎ
MessageM = b1ΣΧΣbm, OWF H                    

SK: sk1ΣΧΣǎƪm,skm+1ΣΧΣǎƪ2m

PK: H(sk1ύΣΧΣIόskm),H(skm+1ύΣΧΣIόǎƪ2m)

Encode M: aΨ = M|| M = b1ΣΧΣbm, b1ΣΧΣbm

(instead ofb1, b1,ΧΣbm, bm )

ski , if bi = 1

Sig: sigi = 

H(ski)  , otherwise

Checksum with bad 
performance!

02/07/2019 https://huelsing.net 29



Optimized LD-OTS
MessageM = b1ΣΧΣbm, OWF H                    

SK: sk1ΣΧΣǎƪm,skm+1ΣΧΣskm+1+log m

PK: H(sk1ύΣΧΣIόskm),H(skm+1ύΣΧΣH(skm+1+log m)

Encode M: aΨ Ґb1ΣΧΣbm, В ὦ

ski , if bi = 1

Sig: sigi = 

H(ski)  , otherwise

IF one bi is flipped from 1 to 0, another bj will flip from 0 to 1

02/07/2019 https://huelsing.net 30



Function chains

Function family:  Ὄȡ πȟρ πȟρO πȟρ
Ὧᴺ πȟρ

Parameter ύ

Chain: ὧὼ Ὄ ὧ ὼ Ὄ Ὄʐ Ễʐ Ὄʐὼ

c0(x) = x

ὧρὼ Ὄ ὼ
╬◌ ὼ

i-times

02/07/2019 https://huelsing.net 31



WOTS
Winternitz parameter w, security parameter n, 

message length m, function family Ὤ

Key Generation: Compute ὰ, sample Ὄ

c0(skl ) = skl

c1(skl ) pkl = cw-1(skl )

c0(sk1) = sk1

c1(sk1)

pk1 = cw-1(sk1)

02/07/2019 https://huelsing.net 32



WOTS Signature generation

M

b1 b2 b3 b4 Χ Χ Χ Χ Χ Χ Χ bƳΨ bmô+1 bƳΨҌн Χ Χ bl

C

c0(skl ) = skl

pkl = cw-1(skl )

c0(sk1) = sk1
pk1 = cw-1(sk1)

ů1=cb1(sk1) 

ůl =cbl (skl ) 

Signature: 

ů = (ů1, é,ůl )

02/07/2019 https://huelsing.net 33



WOTS Signature Verification

b1 b2 b3 b4 Χ Χ Χ Χ Χ Χ Χ bƳΨ bƳΨҌм bl 1+2 Χ Χ bl

pkl

pk1

Signature: 

ů = (ů1, é,ůl )

ů1

ůl

╬ (ů1)

╬(ů1)

╬(ů1)

╬◌ ╫ (ů1)

╬◌ ╫■(ůl )

=?

=?

Verifier knows: M, w 

02/07/2019 https://huelsing.net 34



WOTS Function Chains

For ὼɴ πȟρ define ὧ ὼ ὼand 

ÅWOTS: ὧὼ Ὄ ὧ ὼ

ÅWOTS+: ὧὼ Ὄ ὧ ὼἅὶ

02/07/2019 https://huelsing.net 35



WOTS Security

Theorem (informally):
W-OTS is strongly unforgeable under chosen message attacks if Ὄis 

a collision resistant family of undetectable one-way functions.

W-OTS+ is strongly unforgeable under chosen message attacks ifὌ
is a 2nd-preimage resistant family of undetectable one-way 
functions.

W-OTS+ is strongly unforgeable under chosen message attacks ifὌ
is a 2nd-preimage resistant and decisional 2nd-preimage resistant 
family of functions.

02/07/2019 https://huelsing.net 36



XMSS



XMSS

Tree: Uses bitmasks

Leafs:Use binary tree
with bitmasks

OTS: WOTS+

Message digest: 
Randomized hashing

Collision-resilient

-> signature size halved

H

bi

H

02/07/2019 https://huelsing.net 38



Multi-Tree XMSS

Uses multiple layers of trees

-> Key generation
(= Building first tree on each layer) 

ɡςὬ ᴼ ɡὨẗςȾ

-> Allows to reduce
worst-case signing times
ɡὬȾς ᴼ ɡὬȾςὨ

02/07/2019 https://huelsing.net 39



Multi-target attacks



Multi-target attacks

ÅWOTS & Lamport need hash function Ὤto 
be one-way

ÅHypertree of total height 60 with WOTS 
(w=16) leads ς ɇφχ ς
images. 

ÅInverting one of them allows existential 
forgery (at least massively reduces 
complexity)

Åq-query brute-force succeeds with 
probability ɡ conventional 

and ɡ quantum

ÅWe loose 66 bits of security! (33 bits 
quantum)

https://huelsing.net 4102/07/2019



Multi-target attacks: Mitigation

ÅMitigation: Separate targets 
[HRS16]

ÅCommon approach: 
ÅIn addition to hash function 

description 
ŀƴŘ αƛƴǇǳǘά ǘŀƪŜ
ÅIŀǎƘ α!ŘŘǊŜǎǎά  

(uniqueness in key pair)

ÅIŀǎƘ αƪŜȅά ǳǎŜŘ ŦƻǊ ŀƭƭ ƘŀǎƘŜǎ ƻŦ 
one key pair 
(uniqueness among key pairs)

02/07/2019 https://huelsing.net 42



Multi-target attacks: Mitigation

ÅMitigation: Separate targets 
[HRS16]

ÅCommon approach: 
ÅIn addition to hash function 

description 
ŀƴŘ αƛƴǇǳǘά ǘŀƪŜ
ÅIŀǎƘ α!ŘŘǊŜǎǎά  

(uniqueness in key pair)

ÅIŀǎƘ αƪŜȅά ǳǎŜŘ ŦƻǊ ŀƭƭ ƘŀǎƘŜǎ ƻŦ 
one key pair 
(uniqueness among key pairs)
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New intermediate abstraction: 
Tweakable Hash Function
ÅTweakable Hash Function:

ἢἰὖȟὝȟὓ ᴼὓὈ

P: Public parameters (one per key pair)
T: Tweak (one per hash call)
M: Message
MD: Message Digest

Security properties are determined by instantiation 
of tweakable hash!

27.06.2019 https://huelsing.net 44



XMSS in 
practice



RFC 8391 -- XMSS: eXtended
MerkleSignature Scheme
ÅProtecting against multi-target attacks / tight 

security
Ån-bit hash => n bit security

ÅSmall public key (2n bit)
ÅAt the cost of (Q)ROM for proving PK compression 

secure

ÅFunction families based on SHA2 & SHAKE (SHA3)

ÅEqual to XMSS-T [HRS16] up-to message digest

02/07/2019 https://huelsing.net 46



XMSS / XMSS-T Implementation

C Implementation, using OpenSSL [HRS16] 

Sign(ms) Signature (kB) Public Key 
(kB)

Secret Key 
(kB)

Bit Security
classical/
quantum

Comment

XMSS 3.24 2.8 1.3 2.2 236/
118 

h = 20,
d = 1, 

XMSS-T 9.48 2.8 0.064 2.2 256 /
128

h = 20,
d = 1

XMSS 3.59 8.3 1.3 14.6 196 /
98

h = 60,
d = 3

XMSS-T 10.54 8.3 0.064 14.6 256 /
128

h = 60,
d = 3

Intel(R) Core(TM) i7 CPU @ 3.50GHz
XMSS-T uses message digest from Internet-Draft
All using SHA2-256, w = 16 and k = 202/07/2019 https://huelsing.net 47



The LMS 
proposal

02/07/2019 https://huelsing.net 48



Instantiating the tweakable hash 
(for SHA2)

XMSS
ÅK = SHA2(pad(PP)||TW),

BM = SHA2(pad(PP)||TW+1),
MD=SHA2(pad(K)||MSGṥ BM)

ÅStandard model proof if K & BM 
were random, 

Å(Q)ROM proof when generating K 
& BM as above (modeling those 
SHA2 invocations as RO)

ÅTight proof is currently under 
revision

LMS

ÅMD = SHA2(PP||TW||MSG)

ÅQROM proof assuming 
SHA2 is QRO

ÅROM proof assuming SHA2 
compression function is RO

ÅProofs are essentially tight

27.06.2019 https://huelsing.net 49



Instantiating the tweakable hash

ÅLMS is factor 3 faster but leads to slightly larger 
signatures at same security level 

ÅLMS makes somewhat stronger assumptions about 
the security properties of the used hash function

ÅMore research on direct constructions needed

27.06.2019 https://huelsing.net 50



SPHINCS



About the statefulness

ÅWorks great for some settings

ÅHowever....

... back-up

... multi-threading

... load-balancing

02/07/2019 https://huelsing.net 52



How to Eliminate the State



Stateless hash-based signatures 
[NY89,Gol87,Gol04]

DƻƭŘǊŜƛŎƘΩǎapproach [Gol04]:

Security parameter ‗ ρςψ

Use binary tree as in Merkle, but...

ÅΧŦƻǊ ǎŜŎǳǊƛǘȅ
Åpick index i at random;
Årequires huge tree to avoid index 

collisions (e.g., height È ς‗ ςυφ).

ÅΧŦƻǊ ŜŦŦƛŎƛŜƴŎȅΥ
Åuse binary certification tree of OTS key pairs

(= Hypertreewith Ὠ Ὤȟ
Åall OTS secret keys are 

generated pseudorandomly.

02/07/2019 PAGE 54

OTS

OTS OTS

OTS OTS

OTS OTS

OTS OTS
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SPHINCS [BHH+15]

ÅSelect index pseudo-randomly

ÅUse a few-time signature key-pair on
leaves to sign messages
ÅFew index collisions allowed

ÅAllows to reduce tree height

ÅUse hypertree: Use d << h.

02/07/2019 https://huelsing.net 55



Few-Time Signature Schemes



Recap LD-OTS

aŜǎǎŀƎŜ a Ґ ōмΣΧΣbn, OWF H                     = n bit

SK

PK

Sig

02/07/2019 57

sk1,0 sk1,1 skn,0 skn,1

pk1,0 pk1,1 pkn,0 pkn,1

H H H H H H

sk1,b1 skn,bn

*

Muxb1 Muxb2 Muxbn
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HORS [RR02]

aŜǎǎŀƎŜ aΣ h²C IΣ /wIC IΩ                       Ґ ƴ ōƛǘ

Parameters t=2a,k, with m = ka (typical a=16, k=32)

SK

PK

02/07/2019 58

sk1 sk2 skt-1 skt

pk1 pk1 pkt-1 pkt

H H H H H H

*

https://huelsing.net



HORS mapping function

aŜǎǎŀƎŜ aΣ h²C IΣ /wIC IΩ                       Ґ ƴ ōƛǘ

Parameters t=2a,k, with m = ka (typical a=16, k=32)

02/07/2019 59

b1 b2 ba bar

M

IΩ

i1 ik

*
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HORS
aŜǎǎŀƎŜ aΣ h²C IΣ /wIC IΩ                       Ґ ƴ ōƛǘ

Parameters t=2a,k, with m = ka (typical a=16, k=32)

02/07/2019 60

sk1 sk2 skt-1 skt

pk1 pk1 pkt-1 pkt

H H H H H H

*

b1 b2 ba ba+1 bka-2 bka-1 bka

i1 ik

ski1 skik

Mux Mux

SK

PK

IΩόaύ

https://huelsing.net



HORS Security

Åὓmapped to Ὧelement index set ὓ ᶰρȟȣȟὸ
ÅEach signature publishes Ὧout of ὸsecrets
ÅEither break one-waynessƻǊΧ

År-Subset-Resilience: After seeing index sets ὓ for ὶ
messages άίὫȟρ Ὦ ὶ, hard to find άίὫ
άίὫsuch that ὓ ᶰẕ ὓ .

ÅBest generic attack: Succr-SSR(ὃȟή) = ή

Ÿ Security shrinks with each signature!

02/07/2019 61https://huelsing.net



TREE



HORST

Using HORS with MSS requires adding PK (tn) to MSS 
signature.

HORST: MerkleTree on top of HORS-PK

ÅNew PK = Root

ÅPublish Authentication Paths for HORS signature values

ÅPK can be computed from Sig

ÅWith optimizations: tnŸ όƪόƭƻƎ ǘ ҍ Ȅ Ҍ мύ Ҍ нx)n
ÅE.g. SPHINCS-256: 2 MB Ÿ 16 KB

ÅUse randomized message hash

02/07/2019 63https://huelsing.net



SPHINCS

ÅStateless Scheme

ÅXMSSMT + HORST 
+ (pseudo-)random index

ÅCollision-resilient

ÅDeterministic signing

ÅSPHINCS-256:
Å128-bit post-quantum secure
ÅHundrest of signatures / sec
Å41 kb signature
Å1 kb keys

02/07/2019 https://huelsing.net 64



SPHINCS+

Joint work with Jean-Philippe Aumasson, Daniel J. Bernstein, 
Christoph Dobraunig, Maria Eichlseder, Scott Fluhrer, Stefan-Lukas 
Gazdag, Panos Kampanakis, Stefan Kölbl, Tanja Lange, Martin M. 
Lauridsen, Florian Mendel, Ruben Niederhagen, Christian 
Rechberger, Joost Rijneveld, Peter Schwabe



SPHINCS+ (our NIST submission)

ÅStrengthened security gives smaller signatures

ÅCollision- and multi-target attack resilient

ÅFixed length signatures 

ÅSmall keys, medium size signatures (lv 3: 17kB)

ÅSizes can be much smaller if q_sign gets reduced

ÅThe conservative choice

66https://huelsing.net02/07/2019



TREES



FORS (Forest of random subsets)

68

ÅParameters t, a = log t, k such that ka = m

...
... ......

...

https://huelsing.net
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Verifiable index selection 
(and optionally non-deterministic randomness)

ÅSPHINCS: 
ÉÄØȿȿἠ ὖὙὊἡἕȢÐÒÆȟὓ
ÍÄ Ὄ ἠȟ0+ȟὓ

ÅSPHINCS+:

ἠ ὖὙὊἡἕȢÐÒÆȟ/ÐÔ2ÁÎÄȟὓ
ÍÄȿȿÉÄØ Ὄ ἠȟ0+ȟὓ

6902/07/2019 https://huelsing.net



Verifiable index selection

Improves FORS security

ÅSPHINCS: 
!ǘǘŀŎƪǎ Ŏŀƴ ǘŀǊƎŜǘ αǿŜŀƪŜǎǘά Ihw{¢ ƪŜȅ ǇŀƛǊ

ÅSPHINCS+: 
Every hash query also selects FORS key pair
ÅLeads to notion of interleaved target subset resilience

7002/07/2019 https://huelsing.net



Instantiations 
(after second round tweaks)
ÅSPHINCS+-SHAKE256-robust

ÅSPHINCS+-SHAKE256-simple 

ÅSPHINCS+-SHA-256-robust

ÅSPHINCS+-SHA-256-simple

ÅSPHINCS+-Haraka-robust

ÅSPHINCS+-Haraka-simple

7102/07/2019

NEW!

NEW!

NEW!

https://huelsing.net



Instantiations (small vs fast)

7202/07/2019 https://huelsing.net



Hash-based Signatures in NIST 
α/ƻƳǇŜǘƛǘƛƻƴά
ÅSPHINCS+

ÅFORS as few-time signature

ÅXMSS-T tweakable hash

ÅGravity-SPHINCS (R.I.P.)
ÅPORS as few-time signature

ÅRequires collision-resistance

ÅVulnerable to multi-target attacks

Å(PICNIC)

02/07/2019 https://huelsing.net 73
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Signatures via Non-
Interactive Proofs:
The Case of Fish & Picnic

Thanks to the Fish/Picnic team for slides
02/07/2019 https://huelsing.net 75



Interactive Proofs

02/07/2019 https://huelsing.net 76



ZKBoo
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