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PAKE



The issue with password-based authentication

Hi, it‘s Alice

What‘s your password?

RIbkduRr5JPwK7J4GZel

Hi, it‘s Alice

What‘s your password?

RIbkduRr5JPwK7J4GZel



What is a PAKE?

Alice

holds password pw

Bob

holds the same password pw

obtains shared key k obtains shared key k



Why it matters

By Home Office - https://www.flickr.com/photos/49956354@N04/6210107695/in/photostream/, CC BY 2.0, 
https://commons.wikimedia.org/w/index.php?curid=20567246



Security of PAKE

Passwords are low entropy! Password-space assumed to be easily searched.

Requirements:
• Standard AKE security (key indistinguishability)
• Eaves-dropping / impersonation attack gives no offline attack 
• Only validate one password guess per active attack / attacked sessions



The blueprint - EKE1

Encrypt messages of standard (passively secure) 
key exchange under password

1. Bellovin & Merrit 1992 https://www.cs.columbia.edu/~smb/papers/neke.pdf



(O)CAKE, and why it needs reprogramming



From KEM to (PQ-)PAKE: CAKE

Idea: Do EKE with KEM



OCAKE — one ideal cipher instead of two



Security

UC-security - Beguinet, Chevalier, Pointcheval, Ricosset, Rossi
BPR-security - Pan and Zeng (CAKE) / Alnahawi, Hövelmanns, Hülsing, 
Ritsch (OCAKE)

Assumptions (KEM):
• IND-CPA
• ANO-PCA ("public key indistinguishability given ciphertext")
• Uniform public keys ("any bitstring of given length is even likely pk)

Proofs in (classical) ideal cipher and random oracle model



Why the proofs need anonymity

• Assume anonymity is broken
• Enumerate PW space 
• For every pw check if c could 

be produced by pk, else 
remove pw from candidate 
list.



Why the proofs need to program the cipher

• Require reduction that solves 
something for anonymity 
attack

• Good match: Anonymity :D
• Have to place anonymity 

challenge at D1(ssid||pw,Epk)
• Can show this formally: 

Meta-Reduction



Necessary conditions for IC-SIM

We show that
• any reduction that
• proves (O)CAKE BPR secure
• against potentially quantum adversaries
• must reprogram IC to place anonymity challenge

Generalizes
• to any bijection
• UC security (as it implies a game-based proof for PAKE)

Limitation
• Only applies for computational anonymity (statistical works without 

reprogramming) BUT that includes all FO-based KEM like Kyber or 
HQC!



What we need from the simulator



Sufficient conditions for IC-SIM

We require SIM.(E,D) that given challenge set X, efficiently simulates 
ideal cipher (E,D) such that
1. SIM.(E,D) ~ IC.(E,D)
2. If A interacting with IC outputs an element from the domain of IC, it 

will output an element in the image of E(pw*,X), when interacting 
with SIM.

• Where pw* is the session pw and both properties hold probabilistically
• Can be extended to family of bijections



Classical instantiation

• Ideal cipher with RO-based KDF
• Lazy sampled / programmed
Proof steps to bound terms
• Bound key collisions
• Bound "forward IC collisions" ( E(pw1, pk) = E(pw2, pk') )
• Bound lazy sampling aborts
• Bound probability that A's output was produced by E(pw*, . ) query



Quantum instantiation?

Even assuming QIC...
• Ideal cipher with RO-based KDF
• Lazy sampled / programmed
Proof steps to bound terms
• Bound key collisions
• Bound "forward IC collisions" ( E(pw1, pk) = E(pw2, pk') )
• Bound lazy sampling aborts ( )
• Bound probability that A's output was produced by E(pw*, . ) query



Feistel Tools: An efficient QRP simulator



The QRPM has been missing a toolbox

QROM — well equipped

Random functions:

• query-recording (compressed oracle)

• reprogramming lemmas are mature, widely-used

tools behind most QROM security proofs.

QRPM — until now

Random permutations: no comparable toolbox.
• almost no, or very restricted, query recording

[MMW24]
• some reprogramming tools proven via tailored
approach [ABKM21, CHLYY25]

• almost no auxiliary-input techniques

[CHLYY25] A. Cojocaru, M. Hhan, Q. Liu, T. Yamakawa, A. Yun. Quantum Lifting for Invertible 
Permutations and Ideal Ciphers. In CRYPTO 2025

[MMW24] C. Majenz, G. Malavolta, M. Walter. Permutation Superposition Oracles for Quantum Query 
Lower Bounds. In STOC 2025

[ABKM21] G. Alagic, C. Bai, J. Katz, and C. Majenz. Post-Quantum Security of the Even-Mansour Cipher. In 
EUROCRYPT 2022



Can we (generically) lift QROM tools to QRPM?



Feistel tools

P3FQ, a random permutation simulator:
Y = P ∘ [3-round Feistel] ∘ Q(X)



Feistel tools

P3FQ, a random permutation simulator:
Y = P ∘ [3-round Feistel] ∘ Q(X)



Feistel tools

P3FQ, a random permutation simulator:
Y = P ∘ [3-round Feistel] ∘ Q(X)

Make it look random

Make it useful



Liftable techniques



Liftable techniques



Liftable techniques



Concurrent work: 
J. Carolan. Compressed Permutation Oracles

• Proves that RP simulation proposed by Unruh is indeed indistinguishable from RP
• Uses P3FQ as proof vehicle
• Big tightness loss ( Ω(q/N1/12) distinguishable )



Example: Query recording

• Use compressed oracle for Hi
• For P3FQ: (X, Y) was queried if ∃ “consistent 

chain”:
Q(X) = (x1 , y1 ⊕ x2) and 
P(x3 , x2 ⊕ y3) = Y and 
x1 ⊕ x3 = y2

• Issue: Potential "over-recording"
o In the end we compute "linked" entries in DBs:

x1, x2, x3 are linked if 
x1 ⊕ H2(x2) = x3       (*)

o From those we can compute X and Y.
o (*) can have collisions, causing recording of

(X,Y) that were not queried 



So what about SIM?

• Ideal cipher with RO-based KDF
• Lazy sampled / programmed
Proof steps to bound terms
• Bound key collisions
• Bound "forward IC collisions" ( E(pw1, pk) = E(pw2, pk') )
• Bound lazy sampling aborts
• Bound probability that A's output was produced by E(pw*, . ) query
• Bound distinguishing advantage programming values not of above kind



Open questions

• Is there something we cannot lift with P3FQ?
• More applications? (We did look at DSFS Fiat-

Shamir with Duplex-Sponge & double-sided zero 
search)

And of course....
• How to implement SIM?



Thank you
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