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The issue with password-based authentication

Hi, it‘s Alice

What's your password?

RIbkduRr5JPwK7J4GZel

Hi, it‘s Alice

What's your password?

RIbkduRr5JPwK7J4GZel




What is a PAKE?

Alice

holds password pw

o

obtains shared key k

obtains shared key k

Bob

holds the same password pw



Why it matters

By Home Office - https://www.flickr.com/photos/49956354@ N04/6210107695/in/photostream/, CC BY 2.0,
https://commons.wikimedia.org/w/index.php?curid=20567246



Security of PAKE

Passwords are low entropy! Password-space assumed to be easily searched.

Requirements:

« Standard AKE security (key indistinguishability)

« Eaves-dropping / impersonation attack gives no otfline attack

« Only validate one password guess per active attack / attacked sessions



The blueprint - EKE!

Enc(pw,pk)

Encrypt messages of standard (passively secure) >

key exchange under password

E

1. Bellovin & Merrit 1992 https://www.cs.columbia.edu/~smb/papers/neke.pdf
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(O)CAKE, and why it needs reprogramming



From KEM to (PQ-)PAKE: CAKE

Idea: Do EKE with KEM Alice : A, pw ssid Bob : B, pw
(pk, sk) + KEM.KeyGen(1") A, Epk
Epk <+ E,(ssid||pw, pk) » pk < D (ssid| pw, Epk)
B, Ec (¢, K') + KEM.Encaps(pk)
¢’ + Da(ssid||pw, Ec) ¢ Ec + Ez(ssid||pw, c)
K' + KEM.Decaps(sk, ¢')
SK + H(ssid, A, B, Epk, Ec, K') SK + H(ssid, A, B, Epk, Ec, K)

Fig. 5. CAKE with (E1,D;1), (E2,D2) two pairs of ideal ciphers. E; is a bijection from P
to P" while E5 is a bijection from C to C'.

Beguinet, Chevalier, Pointcheval, Ricosset, Rossi — Get a CAKE (ACNS 2023).



OCAKE — one ideal cipher instead of two

Alice : A, pw ssid Bob : BB, pw
(pk, sk) +— KEM.KeyGen(1"™) A, Epk
Epk + E(ssid||pw, pk) *  pk + D(ssid| pw, Epk)
(¢, K) «+ KEM.Encaps(pk)
Auth + H,(ssid, A, B, pw, Epk, ¢, K)
B, ¢, Auth

K' ¢+ KEM.Decaps(sk, c)
H, (ssid, A, B, pw, Epk, ¢, K') = Auth
SK <+ Ha(ssid, A, B, Epk, ¢, Auth, K) SK <+ Ha(ssid, A, B, Epk, ¢, Auth, K)

Fig. 6. OCAKE with (E,D) an ideal cipher. E is a bijection from P to P'.

Beguinet, Chevalier, Pointcheval, Ricosset, Rossi — Get a CAKE (ACNS 2023).



Security

UC-security - Beguinet, Chevalier, Pointcheval, Ricosset, Rossi

BPR-security - Pan and Zeng (CAKE) / Alnahawi, Hovelmanns, Hulsing,
Ritsch (OCAKE)

Assumptions (KEM):

« IND-CPA

«  ANO-PCA ("public key indistinguishability given ciphertext")

« Uniform public keys ("any bitstring of given length is even likely pk)

Prootfs in (classical) ideal cipher and random oracle model



Why the proofs need anonymity

e Assume anonymity is broken

« Enumerate PW space ﬁ}zr;] i%_ﬁewenm} ;SE - Bob : B, pw
« For every pw check if ¢ could Epk <« E, (ssid||pw, pk) =P pk < D, (ssid||pw, Epk)
be produced by pk, else B Ee (¢, K) + KEM.Encaps(pk)
remove pw from candidate ¢ < Dy(ssid||pw, Ec) : ’ Ec ¢ Ex(ssid||pw, c)
list. K' + KEM.Decaps(sk, ¢')
SK < H(ssid, A, B, Epk, Ec, K') SK + H(ssid, A, B, Epk, Ec, K)

Fig. 5. CAKE with (E;,D1), (E2,D2) two pairs of ideal ciphers. E; is a bijection from P
to P’ while E5 is a bijection from C to C'.



Why the proofs need to program the cipher

« Require reduction that solves

something for anonymity ﬁi“;} t'?{wmﬁewenm} ;SE - Bob : B, pw
attack Epk « E, (ssid||pw, pk) i »  pk < Dy (ssid||pw, Epk)
* Good match: Anonymity :D _— (¢, K) + KEM.Encaps(pk)
- Have to place anonymity ¢ < Dy(ssid||pw, Ec) : ’ Ec ¢ Ex(ssid||pw, c)
challenge at Dy(ssid||pw,Epk) K' + KEM.Decaps(sk, ¢)
« (Can show this formally: SK « H(ssid, A, B, Epk, Ec, K') SK + H(ssid, A, B, Epk, Ec, K)

Meta-Reduction
Fig. 5. CAKE with (E;,D1), (E2,D2) two pairs of ideal ciphers. E; is a bijection from P
to P’ while E5 is a bijection from C to C'.



Necessary conditions for IC-SIM

We show that

» any reduction that

« proves (O)CAKE BPR secure

 against potentially quantum adversaries

« must reprogram IC to place anonymity challenge

Generalizes
* to any bijection
» UC security (as it implies a game-based proot for PAKE)

Limitation

« Only applies for computational anonymity (statistical works without
reprogramming) BUT that includes all FO-based KEM like Kyber or
HQC!
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What we need from the simulator




Sufficient conditions for IC-SIM

We require SIM.(E,D) that given challenge set X, efficiently simulates
ideal cipher (E,D) such that

1. SIM.(E,D) ~ IC.(E,D)

2. If A interacting with IC outputs an element from the domain of IC, it

will output an element in the image of E(pw*,X), when interacting
with SIM.

-  Where pw* is the session pw and both properties hold probabilistically
« Can be extended to family of bijections



Classical instantiation

 Ideal cipher with RO-based KDF

« Lazy sampled / programmed

Proof steps to bound terms

« Bound key collisions

« Bound "forward IC collisions" ( E(pw;, pk) = E(pw,, pk’) )

« Bound lazy sampling aborts

- Bound probability that A's output was produced by E(pw*, . ) query




Quantum instantiation?

Even assuming QIC...

I[deal cipher with RO-based KDF

« Lazy sampled / programmed \
Proof steps to bound terms

Bounc
Bound
Bounc

| key collisions
| “forward IC collisions" ( E(pwy, pk) = E(pw,, pk') ) \

Bounc

 lazy sampling aborts (\ )
 probability that A's output was produced by E(pw*, . ) query\
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Feistel Tools: An efficient QRP simulator




The QRPM has been missing a toolbox

QROM — well equipped QRPM — until now

Random functions: Random permutations: no comparable toolbox.

* query-recording (compressed oracle) * almost no, or very restricted, query recording
« reprogramming lemmas are mature, widely-used [MMW24]

e some reprogramming tools proven via tailored
approach [ABKM21, CHLYY25]
* almost no auxiliary-input techniques

tools behind most QROM security proofs.

[CHLYY25] A. Cojocaru, M. Hhan, Q. Liu, T. Yamakawa, A. Yun. Quantum Lifting for Invertible
Permutations and Ideal Ciphers. In CRYPTO 2025

[MMW24] C. Majenz, G. Malavolta, M. Walter. Permutation Superposition Oracles for Quantum Query
Lower Bounds. In STOC 2025

[ABKM21] G. Alagic, C. Bai, J. Katz, and C. Majenz. Post-Quantum Security of the Even-Mansour Cijpher. In
EUROCRYPT 2022



Can we (generically) lift QROM tools to QRPM?



Feistel tools

P3FQ, a random permutation simulator:
Y = P o [3-round Feistel] - Q(X)



Feistel tools

P3FQ, a random permutation simulator:
Y = P o [3-round Feistel] - Q(X)




Make it look random

Feistel tools /

P3FQ, a random permutation simulator:
Y = P o [3-round Fejstel] - Q(X)

Make it useful




Liftable techniques

Tight adaptive reprogramming in the QROM

b 1

Alex B, Grile!, Kathrin Hovelmanns®, Andreas Hiilsing™, and Christian Majone
! Sorhonne Université, CNRS, LIPS, France
* Ruhr-Universitdl Bochum, CGermany
* Eindhoven University of Technolosy, The Netherlands
4 Centrum Wiskonde & Informatica and Quiolt, Amscerdam, The Necherlands
authors-gqrozm-reprogfhuselsing.net

Abstract. The random oracle model [ROM) enjovs widespread popularicy, mostly because it
tends to allow for Gght and coneepiuelity stmple proofs where provable zecarcity in the standard
model 15 elusive or costly. While being the adequate replacement of the BOIM in the post-
quantum #ecurity setting, the quantum-accessible random oracle model (QROM) has thes
far failed to provide these advantages o many sectings. In this work, we fomms on edaptios
reprogearrrabalily, a Teature al Lthe ROM enalding tight and simple proafs in many seltings. We

show that the straightforward quantum-acecessible seneralization of adaptive reprogramming 1s



Liftable techniques

Tight adaptive reprogramming in the QROM

e How to Record Quantum Queries, and
Applications to Quantum Indifferentiability
Ahstract.

tends ta all
model 15 &b
quantium ¢

far failod t Abstract. The quantum random oracle model (QROM) has become
PEDTOGEL, the standard model in which to prove the post-quantum security of
show that i random-oracle-based constructions. Unfortunately, none of the known
proof techniques allow the reduction to record information about the ad-
versary 's queries, a crucial [eature ol many classical ROM prools, including
all proofs of indifferentiability for hash function domain extension.
In this work, we give a new (QROM prool technique that overcomes



Liftable techniques

Tight adaptive reprogramming in the QROM

Alex B.
How to Record Quantum Queries. and

Applicat
* Ce Security of the Fiat-Shamir Transformation
in the Quantum Random-Oracle Model*

Abstract. Jelle Don'2, Serge Fehr'**, Christian Majenz®?, and Christian Schaffner®*
bends ta all
model 15 el ' Centrum Wiskunde & Informatica (CWI), Amsterdam, Netherlands
quuuLlum 3¢ Abstract. * Institute for Logic, Language and Computation, University of Amsterdam, Amsterdam, Netherlands
far failed ) * Mathematical Institute, Leiden University, Netherlands
PRI the standarc ! QuSoft, Amsterdam, Netherlands
show that tl random-orac jelle.don@icwi.nl, serge.fehr@cwi.nl, c.majenz@uva.nl, c.schaffner@uva.nl
proof technig
VEISary '8 quel Abstract. The famous Fiat-Shamir transformation turns any public-coin three-round interactive proof,
all I]ﬁH:fH af | i.e., any so-called Y-protocol, into a non-interactive proof in the random-oracle model. We study this

transformation in the setting of a quanium adversary that in particular may query the random oracle
in quantum superposition.

QOur main result is a generic reduction that transforms any quantum dishonest prover attacking the
Fiat-Shamir transformation in the quantum random-oracle model into a similarly successful quantum
dishonest. prover attacking the underlying Y-protocol (in the standard model). Applied to the standard
somndnes and orool-ol knowladee definitions. our reduction imnlies that both these security nropert ies.

In this work



Concurrent work: |
J. Carolan. Compressed Permutation Oracles

« Proves that RP simulation proposed by Unruh is indeed indistinguishable from RP
« Uses P3FQ as proof vehicle
» Big tightness loss ( Q(q/N/12) distinguishable )



Example: Query recording

Use compressed oracle for H;

For P3FQ: (X, Y) was queried if 3 “consistent
chain”

Q(X) = (x; , 1 ® x,) and

P(x3, X, @ y;) =Y and

X; D X372

[ssue: Potential "over-recording”

o In the end we compute "linked" entries in DBs:
X, X9, X5 are linked if
X @ Ha(xp) =%5 (%)

o From those we can compute X and Y.

o (*) can have collisions, causing recording of
(X,Y) that were not queried

1N L'
€1/
l-l"l T-'fl "-1":1
H] H:; H.'!
4 4




So what about SIM?

» Ideal cipher with RO-based KDF Vv
«—Lazysampled—# programmed Vv

Proof steps to bound terms

« Bound key collisions v
« Bound "forward IC collisions" ( E(pw;, pk) = E(pw,, pk') ) \
+—Boundlazy-sampling-aborts

- Bound probability that A's output was produced by E(pw*, . ) query \
« Bound distinguishing advantage programming values not of above kind +/



Open questions

» Is there something we cannot lift with P3FQ?

* More applications? (We did look at DSFS Fiat-
Shamir with Duplex-Sponge & double-sided zero
search)

And of course....

« How to implement SIM?



Thank you

CAKE requires programming — eprint 2025 /458 -
Feistel Tools — eprint 2026 /146

https: / /huelsing.net
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